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ABSTRACT  

Authentication is a process from which the valid user can access the services from the system. Providing the 

access to only authenticated persons to use the service is getting tougher now a day because the intruders can 

collect the information of the person and based on that they are going to break the security of the system. The 

security to the system can be provided using various methods. The types of the security system are password 

based systems such as ATM machines, internet banking etc., physical based security system such as RFID, Id 

cards etc. and biometric based system such as iris recognition, face recognition etc. In password based security 

system user can get access to service if and only if the password is matched accurately. Commonly the user 

will set the password based on his/her personal information such as their birth place, favourite person, lucky 

number etc. In Two Way authentication technique use a best approach for secure web transaction. It uses a 

TIC code it is called transaction identification code and SMS it is called short message service both provide 

the higher security level. TIC is a OTP (one time password) technique and issued by bank or other financial 

institution to the user or person who is access to the web services. 
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INTRODUCTION 

The growing popularity of cloud based services is prompting organizations to consider shifting applications 

and data onto cloud. However, organizations dealing with highly sensitive information are apprehensive of 

moving its applications & data to public cloud owing to concern about security of its information. It is hence 

incumbent on service providers that only legitimate Users will access its services and resources in cloud. 

Verifying authenticity of remote users is a necessary pre-requisite in a cloud environment before allowing 

access to secure resources/services/ applications. The simplest & most commonly used user authentication 

mechanism is password based authentication. However, Users tend to choose easy to remember password, and 

many a times use same password for multiple accounts, which makes it often the weakest link in security. 

Furthermore, service providers authenticating Users on the basis of password, stores password verification 

information in their databases and such authentication schemes with verification table are known to be 

vulnerable to various attacks. 

 

Two-factor authentication technology overcomes the limitations of password authentication and decreases the 

probability that the claimant is presenting false evidence of its identity to verifier. If different service providers 

set up their own two-factor authentication services, Users have to do registration and login process repeatedly. 

Also, Users accessing multiple cloud services may be required to hold multiple authentication tokens 

associated with various service providers. Authentication factors such as crypto-tokens and smart cards with 

cryptographic capabilities have been vastly used as a second authentication factor. However, Users are required 

to always carry these authentication tokens which make it cumbersome from practical usability perspective. 

Also its usage involves cost thus restricting its adoption to corporate environments. The authentication process 

can be made more user-convenient if the authentication factor chosen is such that it is commonly used by all 

types of Users. Leveraging the use of mobile phone as an authentication factor can help address issue of user 

convenience at no extra cost while improving the security of authentication schemes. 

 

TWO WAY AUTHENTICATION APPROACH 
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Introduction:- secure electronic transaction is a one way authentication technique so it increase lots of risk 

that way use one more approach is called multifactor authentication technique .it is a secure wed transaction it 

also include the cell phone in this transaction. Multifactor Authentication Technique:- This process use the 

two authentication techniques a) TIC (Transaction Identification code) & b) SMS.  

 

TIC AUTHENTICATION TECHNIQUE  

It is a Transaction Identification Code used to identify both the user which is involve in this transaction. It is 

identify the transaction has been initiated by the valid user or right person.  

 TIC codes are issued by the bank.  

 It is combination of numeric or alphanumeric characters.  

 It is randomly generated number. It is 8 bit or 16 bit number which is assign to user or customer.  

 It is like a one time password which means one TIC code used only one time during transaction  

 It is unique code.  

 

In this process we are assuming bank are responsible to store TIC generation logic and they are also responsible 

the complexity of TIC code .bank are responsible for keep TIC as a secret. Bank also provide the list of TIC 

code to the customer or user. The Bank or Financial institution will keep a record of issued TIC codes to its 

customers and match the same code during the online web transaction. A TIC code is cancelled after each 

successful transaction. 

 

SMS Authentication Bank stores the customer phone number to provide sms confirmation to user during 

transaction. We assume that user will carry his cell phone or receive sms. After getting sms user also send the 

response (YES or NO). when user send YES which means he is a valid user and he want to access the 

information & when user send NO or does not send any response to web server which means it is not a valid 

user and transaction will be terminated. 

 

TWO WAY AUTHENTICATION SYSTEMS  

It is a system for two way authentication it describes the five major components:-  

 User : user is a valid account holding customer of the bank  

 Customer Agent (CA): it is software which is installed into user mobile device.  

 Merchant Agent (MA): it is a online service provider so that user can perform online transaction and 

purchasing through merchant agent.  

 Customer bank : this is the bank at which the user has a valid account  

 

Merchant bank: this is the bank at which merchant has valid account 

 

SMS GATEWAY SERVICE PROVIDER  
SMS has shown significant resilience in market that is bombarded with media that all add to the clutter 

of daily Communications. SMS is a form of highly personal, immediate communication with high reach 

capability, low cost and high retention levels. With communications media converging, SMS is now 

accessible in many ways as a business tool. SmsCountry is an SMS Gateway provider, which provides an 

interface between an existing systems and the SMS Messaging Gateway. 

 

It is a lower level connectivity option, but offers the very good functionality and flexibility for the end 

user. With the API SmsCountry can set up alert-based SMS delivery from SmsCountry’s server. Depending 

on the messaging requirements, SmsCountry may find one or more of SmsCountry's products to suit 

SmsCountry needs, out of which they have opted HTTP API which gives us the easy ways in order to 

connect to the SmsCountry API for sending SMS. 
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HTTP/HTTPS API is one of the easiest server-based ways of communicating SmsCountry's gateway. We can 

use it either in the form of a HTTP-POST or as a URL that uses GET method for sending SMS. It is 

recommended to POST for larger data transfer, due to the size limitations of GET. Communication to the 

API can be done either via HTTPS on port 443 or HTTP on port 80. All calls we made to the API must 

be URL-encoded. The parameter names used here are case-sensitive. Batch messaging done in a variety 

of ways. For using SmsCountry’s API, we need to register at: www.SmsCountry.com and sign-up there and 

buy the SMS credits, so that we can send SMS. 

 

ARCHITECTURE OF TWO WAY AUTHENTICATION 

Two way Authentication System Architecture is as below. In Two way Authentication System user submit 

their credentials and that credentials goes to server which is checked that credentials after that if credentials is 

valid its goes to next step that is generate a code and send it to registered mobile number after and system 

waiting for that code to be entered.  

 
Fig-1: System Architecture of 2WAS  

 

After receiving code user submit this code to system and system verified that it’s the right code or not if the 

code is right then user get welcome page else system goes on login page. With the help of two way 

authentication we can easily able to secure our id and password from unauthorised access. Authentication 

scenario is as demonstrate in below diagram 

 

 
Fig 2: Authentication Scenario of 2WAS  

 

THREAT & BENEFIT ANALYSIS 

We can do detail analysis and found that with the help of two way authentication system we can do make 

secure our system with the following 
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Fig 3: Threat & Benefit Analysis of 2WAS 

 

After a detailed analysis we found that we can do secure our system from Key Loggers, Phishing, active man 

in middle, passive reply attack, Session hijacking, parallel session hijacking, and shoulder surfing. So Two 

ways authentication system is make us more secure than ordinary authentication system. 

 

CONCLUSION 

This paper goal was to study and implement the two way authentication method and its advantages over 

the one way authentication system. This paper was followed with the study of the limitations of the two 

way mobile authentication systems. Once the above were completed, the focus was shifted to the 

implementation of the two way authentication method. The algorithm selected is SHA-1 Algorithm, and 

then the implementation of the design for the password generation was carried out in PHP. This was followed 

by an application development of a Bank application and testing our implementation of the two way 

authentication system with such an application. The One Time Password (OTP) was sent to the GSM user 

through SmsCountry, a SMS gateway provider. During the testing of the implementation, it was found that 

the system was working fine and that our implementation of the two way authentication system was working 

and had better security compared to the conventional one way authentication system. Our thesis goal to 

study and implement a two way authentication method was successful and the functionality implemented by 

us was working satisfactorily. 
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